SAVVY & TREND Uz
KBS HE7|&2

A8 H|E$|3 Design - 6 :
WLAN(WireIess LAN) design

UHE KBS E=7[&=

X[t AMZOIR|= §4 LANS CHRQICHH, O|H[:= WLAN design0il ChistiA] 2312 BHLICE LANS 7|2, 7H2lo]| 2fsh 2REl=
£ BHCHH, WLAN2 ISM(2.4Ghz, 5Gh2)E At&3H= LANSZ Holgh 4= QLI

UHIHOZ ClEiEo| MolA= WLANOIA AFRSHS RF 7[HE7|S(HE, It 802.11)2} CHEH4A7|£9] CSMA/CAS T2 A
YSIX| 2, 097[0flAl= AH| WLANO| 5 LANZ} OfEH| ASE=XIE CHRe{ D BILICL 37| 7Y &80 T4 LAN 25 Al
= APFZ AL23t Stand-alone WAIO 2 3ZHCHH, X|F2 WLC(WLAN controller)E 0|8510] 5 HEXHO= APE 22|

st WAIOR WE|D gL,

network2 H9|

WLAN Topology

S M LANC| topologyOfl= bus, ring, star7F Zxi5H=0], A LANC| topology= AP(access Point)2| ZXH 0520]| Lt2tA Ad-hoc
mode, infra-structure modeZ} ZXiHL|CE Ad-hoc mode= AP 10|, 2t client ZHol| ZIF EAISH= EFAI0|O, infra-structure &
EE {4 LANS| switchX{2 S0l AP7t ZX{5IH, APE LEIHOZ QMBS : distribution system)ol| S1Z |0 AELICE Y
HF& O 2 WLANO|2}D 31 infra-structure modeZ 2|0 &tL|C}

S LANO|2F2 3FX|2H 2} client(RM0fl M= stationO[2t H0flA AP ZH7EX[BE A 24 7274010, LITX| 727H2 RMUL
Ch 2= WLANZ clientE SM0IM RMo= SFgeH HEYL #RIL|Ch

Wireless Cients

*DS = Disiribution System

[3&! 1] Ad-hoc mode [3&! 2] Infrastructure-mode
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APE= QM1 2MZ AZSIHNM, 2415t M frameS §M frameQ 2 ¥ A2 Sh=C|, 0|22 translation bridgeZ &3

8 octets 6 octets 6 octets 2 octets 46-1500 octets 4 octets
Destination Source
Preamble MAC address MIAC mliless Ethertype Data CRC
IP Datagram
IP TCP Application data
[O2! 3] M LANS| frame 712 : 27IX| FAELX|, SXX| FA4)2HS 747ICt
Frame:
2 2 6 6 6 2 6 0-2312 4

Frame ’ Address Address Address Seq Address
control DURIE 1 2 3 control 4 - R

Frame,cﬁntrol field expanded :

) 2 4 1 1 1 1 1 1

Protocol More Power More
version Type Subtype ToAP  From AP e Retry - data WEP Rsvd

[32! 4] WLAN frame X : 471K| A E EHE M @M frameELH 2ESICH

£ frame2 [O8 419 20| =0, FML T frame FE[DE 3]2CH= SHSICHE A2 & 4 ASLICE R4 LANOM=
FATNEXK|, SLUX|) 27kK|2F ZEXGH=G|, 2M LANOAE address(F4)7t 21 470Lt ZX5I0, frame SEFSHLICE O
A =47t 471071 BRSOl RE, M LANI HE| SUX|Qt SMX|THS 7|Sst= A0| OfL|2}, ARX|(AP)Q| FAE 20| 7|Fst
7| W2QILICE ofuff BM 27te| Z=AE RA(receiver address), TA(transmitter address)2t1l 50, QM J17te| EHX| FAS
SA(source address), M7t 2XX| TAE DA(Destination address)2td SHL|CH WLANOIM F=AE HESIS Mif= TO_DS,

From_DSE Z0| At5H=H|, TO_DSZt APOJ|A| DS(YEHE RM0|0, EMEHA| 7|58 A& mjft EMNZ 1i710| 7H= HE 9

05104, From_DSi= DSOi|A| AP T{Z10| 7h= Z4& 2|0|FHL|Ct To DS, From_DSOi| [2tA 47FX| 847} o|0|sh= HEZt ©E2tK|=
0| SO[RfL|Ct. OfZof| ChatiAf= [ 1101 F2|=|0] QELICt

BN I I I

RA/DA TA/SA BSSID
0 1 RA/DA TA/BSSID SA n/a
1 0 RA/BSSID TA/SA DA n/a
1 1 RA TA DA SA

[E 11 WLANO||IM AF&StE S22 HAI471X])
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Z%7|2| Enterprise WLAN(Stand-alone 4)

ZE7|0f 7| o] AFE CHRER2] WLANS, [12] 519t 20| Yo = 1XE(0f =r| 0] #AlS Stand-alone &Al0|2t1
L|C} Zk AP= 7O 2 EA|El RF coverageZ 71X, RF coverage 919 station(client)Of] MH|ASIEE MA|E|FSLICE =2
A RF coverageE R sHEAE, 0|22 WLANS| roamingS 781517 | IsHMULICE FHn=Z J2IS HapA| J2(7| 25101

1EHOl R4 switchZ Zf AP7} AZE[A| OFIK[2, &H|2 2t AP= LHE /4 switchf| S1Z2E = FLITY.

VLAN10
VLAN20

SSID : guest SSID : guest SSID : guest
/ SSID : KBS /\ SSID:KBS [\ SSID:KBS \
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LANO||M= VLANZ SoliA 2 client?] traffic2 F-=HCHH, WLANOAM = SSIDE SalfA 2249 trafficg F=giLICE [O8! 5]

=
S HM ZH AP= 2719| SSID(guest, kbs)E F&st 21904, guest(SSID)= guest AF2XIE Q|st 0|11, kbs(SSID)= kbs Z
HUS 2lst E=QILICE AP= R0l 22|E trafficg FMOIME 22(517| @ls 2 SSIDE 2} VLANO HZL|CE [T 5743
SSID(guest)Q] traffic2 VLANT10, SSID(KBS)2] traffic2 VLAN202 2 OiZI5}09 trafficS LE§HL|Ct
ol switch@t APE 91Z5}H= porte= access, trunk port & Ot Z42 AFZ5HOF &7t [12! 614E 0421 7H2| VLAN(VLANIO,
VLAN20)2| trafficO| E0{2L| trunkZ A4|E StLCt.

VLAN10
VLAN20

Trunk port

SSID : guest SSID : guest SSID: guest
/ SSID : KBS /" SSID:KBS !\ SSID:KBS \

[O2! 6] 24 switchOll M APE ¢1Z8H= porti= Trunk 2 AAIEHL|CH

A Hn= 27t SHELICE 2 3= APE

L
—_
fL|C Stand-alone #AI2 S EEHOl 22|E

_O'I_l
rir
MHT
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ot
o
NG
=
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7t Lz oll, 22 [Rte| K247t SHRLICE

+
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5 Hil= AP Zoj| 2l A|, S22 RF CHA 7t &

SISCH= ZYLICE [O8] 718 2 AP20|| Foli7} A5
M7} EESIX| 20LA, station2= AMH|AS BHS 4 OfL|CH

rs
OII

iz 242 WLAN

SSID : guest SSID : guest
; SSID : KBS k / SSID : KBS

[32] 7] Stand-alone HfAl2 AP ZHol| 2541 A| CHA 2| 0{2420| ZXfit
M| 81 = roaming &10| ({EELICE [O2! 81KH station10| AP12| 0f|AM AP22| 14O E O|Z A|, AP10f| 7| =&l station
O| MH7} AP22 7|=20| Ho{7fofk ElL|Ct. o]l IAPP(Inter AP Protocol)@ AtESH=E|, 3iE protocolS AFRSHHEE seamless
3t roaming 7130| 0{Z 1 2XFEHICE

" SSID : guest Ty
d SSID : KBS g . )

[32! 8] Stand-alone 412 seamless roaming 71$10| G{ZCH

WLC(WLAN controller)E 0|23t ttAl

Ser' S
Stand-alone BfAlo| XS si{Zst 9HAl0| HEZ [12! 9]KZ WLAN controllerS 0|25t BIAIQIL|CE 0| BHAlR2 7|=9| AP ¥
&t = Al od5He WLC(WLAN controller)2 7|1, AP= RF MI}RF BAFSHA, client7} WLANOI| H2st= ot gHL|Ct 7|=2
APE RF Zt2|, SSID 2t2|, Roaming 2], QoS Hz|E ZHCHH, O[F|= 22| 7|52 25 WLCH| E7AF =4, o|mie| APE light AP
21 BHLICE 7|E2| AP2| gt HIsHA T 7t 0| Z0IS0IM, 7HHYIRZE? 2 M light APEt 1 SEELICE
Business
Application
Witk Client - CAPWAP = T {v)
= ™~

Control Plane

[32! 9] APt WLC Ztolli= E{'Z(CAPWAP, LWAPP)2 &AaliM SAlstCH

O|ZH| =M 2 AP= OFR HQ7t glon, 2E M2 WLCOIAM &t ElLICh J2{H 2F WLCOH| MEE HE= APZ ME= &
XA LTt
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WLANs WLANSs > Edit ‘user-21°
~ WLANs T T—
W General | Security | QoS | Ad
Advanced
i o Profile Name user-21 ¥ WLANS —
AP Groups A
Type WLAN WLANs et A
[ | » Advanced taver2 [ Laver3 | maAservers | |
| Status ¥ Enabled |
Security Policies None Layer 2 Security &
(Modifications done under security WPA+WPAZ
802.1X
Static WEP
Radio Palicy All v Static-WEP + 802.1X
Int Group(G) [user-21 v
Multicast Vlan Feature [ enabled
Broadcast SSID M Enabled
(@) WLCOl|A SSID MIE! 2t (b) WLCOl|A{ SSIDE HOt HAS AFSIT}

IRF Chan neIIAssign ment

R ename . Ap Groups > Edit 'default-group’
Assignment Method (O clobal : =
(®) Custom APs |
MNote: Only Channels 1,6 and 11 are nonoveriapping
Le"e' Assignment | APs currently in the Group |
Current Tx Power Level [ |:| AP Name Ethernet MAC
Aesmment Methos it 1 apz11 00:1e:7a:bf:3e:18
Cust
- BmE O apziz 00:17:0e:f1:78:de
(c) WLCOI|A RF channel2t TX powerS ZHSHCt (d) WLCO|M AP groupingO| 7+s3}CH
[12! 10] WLC(WLAN Controllen)Z 0|&3fiA SATSHQI 22| S Strh

2k AE 25 2 M=
0|t AF235H= protocol2= LWAPP. CAPWAPO| ZXi

_ . oS5t control THZ/CH 2453 control/Data 2% &453|
5t=H|, LWAPPE cisco 2 protocolO|0{, CAPWAP

o FZ 7|29lLCt [E 210 CAPWAPZ} LWAPPS UDP Port 12222(Data),12223(control) 5246(control),Data(5247)
HE s{EASLICE L2 modeZt APRF WLCIt Z HEZEO0jE Cisco 7| &(EE Ofdl) EE|E

o Al ERHSHCH= 40| 10 (.

2 subnet OO" = Ho'_ |-'_ * |J_' L3 mode= AP mode L2, L3 mode X[ L3 mode2t X|2

ot WLC7} CHE subnet AH0j| Z=XSHCH= A LICE
LWAPP2 27tX| EE(L2, L3)E 25 X|®I5K|at
CAPWAPZ L3 modeRtS X|2IBtL|C

[ 2] E{2 &A1l LWAPP2} CAPWAP H| 1

J2{H WLCE AIRFIE W9 traffic 528
[O8 1118 S8l ATEES SIRELICEL 2
client(station1)7} RM20f| = Serverlzt £
AISICD 71 E SHZISLICE £|Z&0]| stationd
2 RF MIKSSID)E 2|= API0| ®& & S s ,
DataE HHHLICE APT2 stationOflA] =415t SSID : KBS

DataE APt WLC 7toj| BHSO{ZlI CAPWAP

rx

0
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[32! 11] £XM cdlient(Station 1)7} M0 QL= Server 11 SAIEH O] traffic S 2



E{dS SaliM WLCO| ELHA| ElLich WLCOf| THZl0| =2tstH 2 SSID ghof m2tA VLANS ojEsts, £M frameS /M
frameQ 2 HZABILICE O|H| WLC= 2ff Thzle| SXX|Ql server1E HLIA| ELIC AEs| S&sH HOIX|2h SHX|of|M 2'H
D E 1{310] E7te| ARXIQ WLCE SasIHM SXX|0f EASHA| == ALICE

WLC BHZ0|| A 1CH2| APOI| ZHOH7} EHUBHCHD 7FEGHEZISLICEH APO|| ZHOH7| EHAIBHA| RF coverage holeO| EHAIGIA| |, [T
21 12]2t Zo| 0{2| et dh= WLCOIM= SX o2 AP1F AP32| TX powerE Z7FA[7{M coverage holeS H|7{EHLICE O] 7|

S CHD(coverage hold detection)O|2t1 §HL|Ct.

-:

SSID: guest ‘ \ \ SSID : guest ,'/
SSID : KBS ;' ,' SSID:KBS

(a) AP20]| ZHo{7} 24 SHS il (b) CHD 7|5 & 0|83l coverage holeg M|t

[22!12] AP EHof| A| WLCE ZtH AP2| powerS Z7FAI7AM, RF holeS FIAEHC

WLC &tA0|Me WLC7I 525 H&t2 57| —
of, Z|A& WLC 2835 #oigtLCt. [O8 13]
S B0 AP1E 12912 WLCI - A L
HUHC2E, WLCTOI| A 207t EdlistH WLC2E
HLD, WLC277EX| ZHol7} 2hAstm W
HHL|CE O~ APOICH 19, 229, 3&¢
X| &5 HAA|Ol= Load-balancingg 751
S04, WLC Ztof| 2t A|= fail-over 7|58 2

T

H_u [[oll
H

rin

|m

JEl

110

ol

Primary: WLAN-Controller-A
y: WLAN-Controller-B

Primary: WLAN-Controller-B Primary: WLAN-Controller-C
y: WLAN-Controll y: WLAN-Controller-A

I Tertiary: WLAN-Conroller-C Tertiary: WLAN-Controller-A Tertiary: WLAN-Controller-B
iz [02113] 042 CHe| WLCE At3l EHoHE ChH (St}
I T
Ad-hoc 2E AP 210 station Zt0f| Z|7 S4I5H= topology
infra-structure 2& APZ AF235H= TopologyO|HA|, 2HFE o DS(Distribution system)oi| $1ZE|0f QICK.
WLAN =24 HA| M LANZF 2| 471X] FAE IHA|0, B2t RXIQ| FAE 20| 7|SsiCt
Stand-alone 4| WLC(controller) 3{0|, APEHS AHB35101 & Z2 THE WAoo 2N, Y HEXQI 2|7t of == ERIFES J1X| 1 eict
CAPWAP APQL WLC 7tof] SISt I AL8SHE E{dR Z2EZE2, EF 7|£0|0{ L3 modeRHS X|@IsCt
LWAPP AP2t WLC ZH0i| EAIE Il At25}= E{dd T2EZEZ, ciscodE 7|=0|0 L2/L3 modeS K|S}
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