SAVVY & TREND

&2 YIEL|3 Design-10:
L1IE$E 7HAFSE 2 (VSS, VPC)

K|tk AJZHol| XEMIS] Mst ciscol] stackwise®} juniper®] virtual-chassis= 0421 CHe| switchE F0{M 1CH2] switch2
8H5t= 713t 7|&0|4ELICE ot AlZtol] MAst vSSet VPC= 2the| switchBh 1LH2] switchZ2 S8t 4= A= 7HY
} 7I&RILICE

il VSSe} VPCE 2 3|Ale| backbone switchOj|A] 20| AFRE|T QEL|CE VSSE 81Xl cisco®] catalyst 6800,
6500, 4500X0|M X|lg 5t 9lon, VPCE cisco2| Nexus 5K, 6K, 7K, 9KO[A X|2iS giL|Ct. 2t7{0fl= backbone
switchZ catalyst 65000] 7}&F 2| AF2E|Q1OLL #xll= M} cisco| nexus seriesZ Tkt Q= M| IL|CE.

AR OFH AfZhofl #HER VSSet VPCE 2 SEHE 7IXI USLIC J2iM B 2 vSSE XtAI5| CHRL, VPC

oHn

tolt

= Vssefe| xofHakS ZHEts| Halsh EAAELICE

VSS(virtual switching system)

74

VSSE= 20H2| switch& 17H29] 7taf

Cisco Catalyst 6500 i ESlsl= 71 =2 =
Virtual Switching System switch2 S&oh= 7IZ2M 018 §

Cisco Catalyst 6500 Cisco Catalyst 6500
Physical Switch “1” Physical Switch"2"

3l loop-free BHHS HE 4= AUBLI
C} &4xH VSSE cisco2| catalyst 6800,
6500, 4500X0l|A X LBHLICH,

1211, vsSe= 22|& el 2che] switchE 1LHQ] virtual switch2 SgetL|Ct

£3
VSS pair switch 7F2| 912 linkE VSL(virtual switch link)0|2} 343, 1 link2F BPDUL} port-channel 22 control-traffic M2 2 2
ARRE|D, LIX| links data M 2 AFREILICE 72O 2 control traffic 22 AFR5H= linkolls =2 2M2QE 015}

0§ X2[gfLICh
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Virtual Switch Link

A Control Link
— r
1 1
Switch 1 Port Channel Data Links Port Channel SWItCh 2
1 2

21 2. VSL(virtual switch lik)= pair switch ZHe] linko|C}

<

SLE EdlsH= 2 E trafficOll= 32byte VSH(virtual switch header)E F7f6iM ELHOY, VSHE COS A&, VLAN HE, 17 switch

port, &7 switch port §&Z Z&HHL|CE

irtual Switch SRR SR Virtual Switch

Active Standby

[N

2l 3. VSLE S3tet= BE trafficOll= VSHZE 57t ElLIct

VSSOi| Z0{5k= 2cHe| switch7t SA[0f| VSSE AIRIICHH, priority7| =2 FH|7} active H&S 541, T CHE A[ZHOf| VSSE A%

UCHH, K] VSSE A|ZESH switch7} active 99eh2 iL|C

Active Virtual Standby Virtual
Switch Switch
Active T = Hot Standby
Supervisor ._.-‘ U Supervisor
i i ex Virtual Switch Link ' ST
Priority =110 Priority = 100
Switch 1 Switch 2

332l 4. priority7} =2 switch7} active virtual switch 2igtS gtL|Ct

<

SS

2t domain-ID= CHEA| ME/sHOF 510, domain-ID= 1~255242 7H& 4= USLICE

il
=

SHH, [O2! 5@@)]A2 22 VSS domain 0]l L0{0F BIL|CE 2HF [T2] 5(b)]X 0421 71| VSSE Ar&5h= 2tZ0[2HH,

................................

Virtual
Switch Link

=
Swich1 + Switth2 = VSS-Single v B ¥ :@:

Logical Switch

@ (b)

IJ
M

2l 5. VSSE = pair switchs S8t domain-IDE AH2SHOF STt
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control-plane0f|M X{2|5}t= routing protocol A|0{
Virtual Switch Domain

[u]

gl 22| X|0{= active/standby2 SZHS &HL|CY.
= active switch7} M2|£ 5}, standby switch

=7|5F517| ElL|Ct. standby switchi= active

FII'

Virtual Switch Switchof| ZO7} EHAHEHS Ot active ABHS 2|

=
Hinke EIL|CE 3FX|2Ed | M hard 2 X2
VSS Active VSS Standb =IL|C} 5HX|2F data-planeOi|A hardware2 &2|
Control Plane Active Control Plane Standby 3= mi7] ML active/activeR SXISH|C}
Data Plane Active Data Plane Active '

2! 6. control-plane2 active/standby2 %5111, data-plane2 active/active2 S=HgHL|C}

Z|Z VSS7} active AMENZF E|H, active AEHS SH= switch? system mac addressE VSS2| system mac address2 AFE3SHH, 0| =

AE OE 3 interface?| mac TAZ AFEEHL|CE £ T2 system mac address= ZAH0|| A M|EIEI EEPROM memoryOi|A] EHef gt

A
=
Stlof E S HESIY| 2lsl, active switchOfl Zoi7H SrASIX|2te, ZOH7F 23t active switch2| mac FAE A& AFESIES

N A\

[] [

\V) 1 1 V

MAC Address=1234 MAC Address=1234 .
Active Standby Standby Active
MAC=1234 MAC=5678 MAC=1234 MAC=5678

@ b) Fofzry Al

(active switch@| mac FAE VSSO| MACEAZ AFESITH & actlve°| mac FAE 0{X3| AFRSHH

121 7. active &2 5= switch?| mac addressS VSS2| system mac address2 AM28HL|C}

TkOF VSS pair switch 25 &0} 2HAis A, &l & standby switch7t HA 2EIZ|0{A active H&te 2| =™, sHZh switch2)
mac-addressE VSS2| mac-addressZ AFESHA| EILICE
O|H|= CHE switchol| 0|ZdE 2|7| 23 GARP(gratuitous ARP)Z ELHO

addressS HZ3HOF £|0f, UAZ{! traffic oKzt

&t #aot ofL| 2}, VSSe| 2 L3 interface?| mac

F
2ASHLICE o] 2XIEE aiZdst7| 2lel, SEIA MEE mac-address7t OF:!

virtual mac addressE A&t 4= Q100 0748 HEEHL|CE

o

virtual mac address= VSS2| domain-ide} G12HEE 7HX|04, 7| 2X O 2 0008.e3ff.fcO0FE] 0008.e3ffffff CHAS A EH|CE

VSS (config-vs-domain) #switch virtual domain 10

VSsS (config-vs-domain) #mac-address use-virtual

Configured Router mac address is different from operational value. Change will
take effect after config is saved and the entire Virtual Switching System
(Active and Standby) is reloaded.

12! 8. vsS2| virtual mac address MIE!

VSS# show interface vlan 1
Vlanl is up, line protoccl is up
Hardware is EtherSVI, address is 0008.e3ff.fc0a (bia 0008.e3ff.fc0a)

12! 9. N|ElSt virtual mac address7} SVI interface0]] #H24E|0] QIC}

VSSE AFR3HH 172 router mac A2} 1719 interfaceZ 2K5}1710]|, FHRP(HSRP/VRRP)ZE AFR3}K| O20E &= ZHE0| Q&LICE
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Multichassis Cisco
EtherChannel Link

Active Virtual Active Virtual
Switch Switch RS 1 - R ]
Active Active | Active Virtual Standby Virtual |
VVIA l'}‘l;z]osl\(:uve VLAmoUStandhv i Switch Switch i
L tandby VLANZ20: Active | Acti . . :
STP STP i ctive Standby !
1 1
1 1
m : : : ﬂ i VLAN10: Active I E
Switch 1 FHRPS  Switch 2 | switch1 ANOACYE guieha

(@) VSS AHE F(FHRPZ} EQsHCH (b) VSS AHE Z(FHRP7} = HR3tCh)

J8110. VSS AR T/ 2| FHRPH| 1

TALAIOf VSLE unicast data traffic S E 2 AR QI510, @ 2X| control, multicast, broadcast traffic & 20 AFREHL|CH

= [O2] 11(b)]zF 20, unicast trafficg =415t switch?t X 2|5t04, 0|72 local switchingO |2t S|t

(@) VSL linkE unicast data-traffic 2= 2 AL OfsiCt (b) unicast trafficg =218t switch7t X2[SHTE

21 11. VSSe| local switching

local switching 2312 Q|5H, [O2! 1212} 20| 7| =0 AF23HH 0| &'E2| load-balancing HHAl2 HHSEIISLICE traffic $AI5H

switchZ} local switching 5t7| 2/l hash Z2t7} local switch@] linkZ =|0{ Q&L

Switch1  Virtual Switch Switch 2

RBH (No MEC)
8 Link Bundle Example

Bit7 Link 1 Bll 7

Bit6 Link2 Bit6

Bit5 Link3 BitS Link2

Bit4 Link4 Bit4 Link2

Bit3 Link5 Bit3 Link3

Bit2 Link6 Bit2 Link3

Bit1 Link7 Bit1 Link4 \

Bit0 Link 8 Bit0 (25 local linkO|CH

12112, VSSE local switching2 2I5H,, 7|Z o|c{x{de| SZHatAlS Hsi5|Qict

SHX|2H link FOH7 RS = (7] 13]2 20| VSLE AFSELITY.
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BtoF switcholl Zoli= i=Cl, VSLOIIZH FoR7t 2Hl5HH ofH 2X|7F 2elstt

27 O|H|= O O|A VSLE control MEE Z=1 BHX| 251, VSSO|| &0{8H A

XIS MTHE! switchof| Zo{7} ErAgHCH D A2k, XFAO| active switch

7} EL|C} ol 2Z switch 25 activeZ} E|7|0]|, O] A dual-active2t

32113, link ZHol 7 A4sHS mh gt VSL A2 2 S{EHSICH

2114, VSL ZHol| LA4A| Dual-active 3140 24l ghL|C}

A Ry 2o (T2 15]0] ESEl enhanced PAGP BHAIQILICE TALA|O] active switchie= XFAQ| switch id(1)S PAGP HA|X] Qtof|

>
r

=01 M access switchS E35| standby switch2 FEgHL|C

VSLO|| o7t 2SS mh, standby switche activeZt &AM XS] switch-id(2)E PAGP HIA|X| ]| ‘201 access switchZ &'

L|C} access switch= O] HIA|X|Z CHA| switch 101] HIEHE1H, dual activeZ} 2hAigie e 2 4~ Ql&LICE

configuration for dual-active
detection

(@) TAA| (b) Dual active 2 tf

12115, Dual-active detection 1 (Enhanced PAGP)
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Enhanced PAGP= 7|2 enable JJEi2tA SE3| NIESHX| 240t SERILICE 2ref AFESIL 2A| QT [# 1] off = SHE Y

2504 L

vs-vsl(config)#switch virtual domain 100
vs-vsl(config-vs-domain)#no dual-active detection pagp

E 1.enhanced PAGPE 7|2X 0 2 SXI510, disable 512 9| W2i0{E l=i51H ElL|ct

= il 22 P BFD"QILICE [32) 1612t 20| switch ZH0f| heart-beat =2 BE2| layer 3 linkE Pt== &HAIRILICY

Multichassis Cisco Multichassis Cisco
EtherChannel Link EtherChannel Link

] i

3 Active Virtual Standby Virtual i i Active Virtual Standby Virtual |
L Switch Virtual Switch 1 Switch Virtual Switch !
i Active Switch Link Standby ! | Recovery Switch Link Active !
i 4 Vi . |
1 [ (! i
: o o :
3 10110/24 1012.0/24 ';.: v

H s o <<

] Switch 1 Switch 2 (B Switch 1 IPBFD Switch 2

i i

121 16. Dual-active detection & 2 (IP BFD)

"IP BFD"E MIE& =, M| interface0] BFDE EA4StEHLICE 2|1 VSS ME0|A 1P BFDE H&stH ELICH 50| AFZ2
2 2 link7} =T GIZE0] QX CHE CHeie| IPS Etetsts ZigiLIC [18 17142 switch 12| IP(10.1.1.1/24), switch 22
IP(10.1.2.1/24) UESRIZ ChHAO| CHFELICE

IP BFDE MIEl5t1 L}, 2 switch Zt0fl= static route?} THSO0{X|=C|, THS0{Z! static route= VSL ZHOHA|Zt routing tabled]| 222¢

LICt = "&A|0lli= 0] linkE Sal 01 traffic mete GX|TE VSL ZOHA|TE trafficO| WBHe|MHA| dual activeE BIX|E 4= USLICE

vss (config-if) #int gig 2/5/1

vss (config-if) #ip address 10.1.2.1 255.255.255.0

<

)
)

vss (config—-if) #bfd interval 100 min rx 100 multiplier 50
)

ss (config-if) #no shutdown

interface M|E!

<

config-if) #ip address 10.1.1.1 255.255.255.0

(
(
(
(
ss (config) #int gig 1/5/1
s (
vss (config-if) #bfd interval 100 min rx 100 multiplier 50
(

vss (config-if) #no shutdown

vss (config) #switch virtual domain 10

vss (config-vs-domain) #dual-active detection bfd

global M|E! vss (config-vs-domain) #dual-active pair interface gigl/5/1 interface gig2/5/1 bfd
adding a static route 10.1.2.0 255.255.255.0 Gil/5/1 for this dual-active pair
adding a static route 10.1.1.0 255.255.255.0 Gi2/5/1 for this dual-active pair

J2117.1P BFD MIE!

M| e gHHe (1211810 Ed=l “VSLP fast hello detection”@IL|Ct. “IP BFD"?F= Ct2A| switch Z10]| heart beat £ 2 layer 2

linkE AFEEHLICE

vss(config)#interface £1/2/40

% Switch 1 Switch 2 i interface M|E! vss(config-if)#dual-active fast hello

i : vss(config-if)#no shutdown

i !

; i

! == i

| (ST i o .

i Active Hot Standby i tobal AES vss(config)#switch virtual domain 100

2 < vss(config)#dual-active detection fast hello

132118. Dual-active detection 4 3 (VSLP fast hello) H 2. VSLP fast hello M|E!
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0| 37}X| BHHO 2 dual activel S
Ql5ta, 7|Z9] standby switch= active switch &3

reloadZ 57| E|04, reload E0j|= standby 21&te

5t2 57| EILICE recovery AEHO|A VSL link S0i| 17H2HE AOHHH, switche=

2| EIL|C} F=9| AR 2 recovery EEY =, MLHZ Ot VSS M|EIE 5HH

QFASHH, 71&9| active switche AHQ| 2= portE shut downstHA recovery modeZ 7!

oF EL|Ct,
i i ! i | e e i
1 v 1 L 1 L
1 ! 1 ! 1 )
] ' il Recovery ' ! '
! | i ! : i
1 ! 1 1 : 1
1 I 1 1
] ! : 1 : 1
| B el e e e e BB

(a) Detection (b) Recovery (c) Restoration

12119, Dual-active 244 Al2] 3¢H|

VSS Z| = MIE

[12] 2018 7|&EoR 7IEH5| VSS MBS &5 = ZIELICt

Switch -1 Switch - 2

l JVSL Link Bundle ( ]

Port-Channel 1

Port-C hlnh 2

Switch Virtual Domain #100

12120.VSS MIE!

1) step 1
- St domain-id(100)2 A& 50,

» active A&t 5= switch0fl =2 priority(110)2

StCFSH

=20

PN

SLck

Z} switchof| ID(1, 2)Z &febstL|Ct

switch 1

switch 2

VSS(config)#switch virtual domain 100
VSS(config-vs-domain)#switch 1
VSS(config-vs-domain)#switch 1 priority 110
VSS(config-vs-domain)#switch 2 priority 100

VSS(config)#switch virtual domain 100
VSS(config-vs-domain)#switch 2
VSS(config-vs-domain)#switch 1 priority 110
VSS(config-vs-domain)#switch 2 priority 100

2) step 2

* VSLE O|HA2 2 MIZ-LICh

« VSS MIE! A, switch 12| switch-ID, port-channel 15, VSL ID&= 12 £}, switch 2= 22 EQ51H =ICH

switch 1

switch 2

VSS(config)#interface port-channel 1
VSS(config-if)#switch virtual link 1

VSS(config-if)#interface tenG 5/4
VSS(config-if)#channel-group 1 mode on
VSS(config-if)#interface tenG 5/5
VSS(config-if)#channel-group 1 mode on

VSS(config-if)#interface port-channel 2
VSS(config-if)#switch virtual link 2

VSS(config-if)#interface tenG 5/4
VSS(config-if)#channel-group 2 mode on
VSS(config-if)#interface tenG 5/5
VSS(config-if)#channel-group 2 mode on
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3) step 3
« stand-alone mode0i|A VSS BEZ FethL|CY,

- [38 21]ME ME 20fl= XHS22 reboot ELICH

switch 1

switch 2

VSS#switch convert mode virtual

This command will convert all interface

names to naming convention "interface-type
switch-number/slot/port",

save the running config to startup-config and
reload the switch.

Do you want proceed? [yes/nol:
Converting interface names
Building configuration...

yves

AT THIS POINT THE SWITCH WILL REBOOT

VSS#switch convert mode virtual

This command will convert all interface

names to naming convention "interface-type
switch-number/slot/port",

save the running config to startup-config and
reload the switch.

Do you want proceed? [yes/no]l:
Converting interface names
Building configuration...

yes

AT THIS POINT THE SWITCH WILL REBOOT

az 21

4) step 4

VSS#sh switch virtual role

Switch Switch Status Preempt Priority Role

Session ID

Number Oper (Conf) Oper (Conf) Local Remote switch 10| priority7} &£0FM(110) active%{2tS
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, st QIS S golgh &t
LOCAL 1 UP FALSE (N) 110(110) ACTIVE 0 0
REMOTE 2 Up FALSE (N) 100(100) STANDBY 4217 6561

5) interface EA| #14 &0l

- 1CHe| &HH| 2 HO[|AH| 37| {5 A, switch 12] interface= 12 A|E!

5, switch 29| interface= 22 A|ZEHL|CE

switch 1

switch 2

SW1-VsSS#

System detected Virtual Switch configuration...

Interface TenGigabitEthernet 1/1/4 is member of PortChannel 1
Interface TenGigabitEthernet 1/1/5 is member of PortChannel 1

SW2-VSS#
System detected Virtual Switch configuration...

Interface TenGigabitEthernet 2/1/4 is member of PortChannel

[SERESY

Interface TenGigabitEthernet 2/1/5 is member of PortChannel

23

VPC(virtual port channel)

ST g

VPCE 2Hoj|AM st VSSK{Z 2CH2| switchE 1CHS| 71HAF switchZ2

X|@IEHLICE 7|Z0i| backbone switchZ B0| AFRE|= catalyst 6500 switchi= 10S 7|2H0|X|2t

OSE AFESHL RUOIM, BHO MAZE ==
&l &= NPS 2t

= LAN switch 75880t 0
Ql= FCoE(FC over Ethernet)7IX|= K|S gtL|C}
LAN &t41} 2h2| SAN &HZ0j| M= control-planeg £8t5H=

SANIH FCOES XI2IE 4 it %Il oFEg 7h|m 99!

CH204, catalyst 650001 H|SHA H< X2 featureS MAaE
12 LAN, SANO| E2|&OZ JLEE|0] QI0{A, &
OtL|2}, SAN switchE K|S 3llA LAN, SAN E&10| 7H=s&t s1ot

7= 2M, cisco2| NEXUS series(5K, 6K, 7K, 9K)0{|Af

- Nexus series= NX-OSEH= HE9|

selet=

LICt

HEO| LAN, SAN switchE AR5t JUELICE SHK|2E Nexus

OfL|2l, LANS SaliA SANS TS

JHH0| Qi&LICE BHK|2t VSS= control-planeS E8t6h= 7|£0[2HA,
7|0fl, control-planeg &2|5k= VPCE SHEH| =IASLICEH
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VPC/VSS H|u

VPCetVSSOf| Cifst ZHErSH H| S [# 3101 H2[RUELICE
VSS VPC
Control-Plane Single logical Node Two independent Node
Z|ci & node 2 2
Inter-switch Link VSL Peer-link
Loop-free X|¥ Yes Yes

switch configuration Common config

Combined config

Management 22l=0f US

£5t ot

Se o

virtual-mac address HE2 ME

LQy|EHOoz X|2

s

= 3.VSS/VPCe| ZHekst H|m

VPC7|2 &

VPCOI| AF83t= 7|25l 801 [ 4]0f F2[a E/UAELIC

Layer 3 Cloud

vPC Domain
Peer-Link
&

vPC
Peer

Orphan

S
Port S§2
P \

9

Device

vPC Peer

i Keepalive Link

vPC Member

Port

18l 24.VPC

80 =

VPC domain VPCE AME3dt= 149 switch

VPC peer VPC domaing tdst= 1702] switch

VPC downstream device(Gi|:switch, server)o]| Cigt port-channel

VPC member port VPCE BFE = port-channel@| 1 port

VPC peer-link

VPC peer?t2| control-plane 57|32 Qs A ARSI, WAFA|Ol[= unicast traffic &

MESHA| g=th

=y

keepalive-link

Dual-activeE 2X[5t7| /1A, heart-beat 2L 2 AFZ ST,

Orphan device 17H2] VPC peer0f|2t G1Z=! ZHH|

E 4.VPCQ| 7|2 80 Hz|

control-plane &t

VPCi= control-plane0| £2|%[0f QI&LICE &2|%F! control-plane 70|

HMHE 2L357| Q/5l, LIEX 2= CFS(cisco fabric service)7} S&tgt

LICE O|H2 X522 S&st7 (0], ofE MEle SZREL

0|2 S, 3HZ switch0ollA mac address learning0| &H4i5tH, CFSE
4 BHCHZ switch2 aliet MEE 2HLICE O BHHE switch®e

7HRIA| Lk

<CFSE 2RE=HES>

1. Mac address learning

2. IGMP snooping

3. ARP cache

4. VPC member port status

32l 25. CFS(cisco fabric service)
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Data-plane %t
VPCE= loopE |#X|5H7| flal, [22! 2612 VPC member portOf| A =415t datas= peer-linkE E35|AM CHE VPC memberdi|A| &

St ot |2 AM|E|0] QIELICE A= VPCe= [12! 27101 20| traffice =215t peer switch7} trafficg TEFEr 250 giA| ElL|Ct.

=
Z peer-linkE AtEstR| ot&LICE

v v X

21 26. VPC2| loop K| CizH 81 27. VPCQ| traffic £5: traffic2 $:415t peerZ| X{2|StC}

SHX|2t peer-linkZ trafficg M&ats 27| 0f|2|7t Exat=H], 3 #m= switch?| member port ZO{7 2448t mho|od, & Hml=

VPCE At} QK| &= switch(orphan device)Of| dataZS M&EH mQlL|Ct &

/
/
gl
\

(@) member port ZHOf] 2 A| (b) orphan device®t SAI8t if

Pattern C

28. VPCO|A| peer-link 2 traffic0] M&E|= of|2] (271X])

20
VSL VSS pair switch 7k2| 912 link 2, HAFA|0|= control, multicast, broadcast traffic 2= 20F AF2EHL|CH
VSS SAHFAl control-plane2 active/standbyZ S22 504, data-plane active/activeZ &2 T
Dual-active VSLO|| Zoff EHHA], VSS pair switch 25 active?| E= 342 O|0[&HL|Ct.

371X| YiHo| ExH5HH, A #M= enhanced PAGPO|H, &= 3= P BFD, M| H%i= VSLP fast hello
detection@IL|C}.

VPC SZEfHFA control-planet data-plane 25 active-activeZ SAtS §iL|C

VPC= VSSQt ':*EI control-plane0| £2||0{ 2/0{A{, control-plane syncZ 9|siA CFSE AFRBILICE CFS
= peer-linkE S5 MYEHL|CY

VPC keepalive-link | VSS& Dual-activeZ &IX[5H7| @{ol] 37X BiHS AtE3HX|2E VPCE keepalive-linkE AR EHLICY.

VSS Dual-active CHZH

CFS (cisco fabric service)
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