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| ground up to address in-studio camera tracking.
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PIXOTEYPE
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Make work
Everywhere and anywhere.

Ultimate flexibility. Better performance. Maximum security.
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$13l "ok ghojeta & 4 itk Trigger Rate /‘ 7
Low severity
1202 Medium &2 ZAo| &% alert generated
He Ay E dotEAk 19 4)9 &
o] EgjFo] 12} YAZES ET3)A Al 21 3. Low 2| ZHUXIE 9lall ALRSHs Eafm! kat AJZH 3
—H1= =

ZhiA|Zko] AU A Low 2 7
H7} /g€t o] Fof Exfjy o] F
e dolA 2% ARGS9 Bt
2 Medium ¥ FEZ JEct 1
g 221 AAGS T AT B¢

B A5FA] Z5hal ThA] "ol &A™ High Host Detection
_ _ = Start Latency Severity
Eﬂ‘?—ili ’%%kﬂ Z] %5}1, 74]’17 '3'2—]-—%7]\— Duration T1 Severity
oo Aat Eefg o] HEg o o Duration 12
¥ Medium 53 4517 =, R t
o o o o T —
Middle Line
vhAeto 2 High @¥ g7o] g TR 7 \
= o} 2 - Traffic Volume
e YYE oA [ 5]9 2 Low Alert Alert Severity
- - - Generated set to Medium
o] EZfjgo] 13} AAIXE Fsto] Al {
AP AL e B S fAsHd 78 4. Medium /8 BHEIIS Sish AlBst E2T 2zt Azt 2t
Low &l BRE7} Ig=]al, Eafy &
o] 22} AIXE FolA™H Mediumk
OS82 AR FFo] AFE. o] 2
A QAR oge) Evf ¥ FF
@ AR EQF fAIRE Ao BE 55
o] HighZ A& 249t}
Host Detection  Sewverity N
O]T“ij %a% o]%s}o:] 37H %_—__—E—]LQ] AR Start Latency  Duration Alseel;ltie'\-lf:.:;"ty
A WY 4 YRS 1, 2% 9
AR AT HES HWs) 2ga 7 Hohsevery n
of st} RUHHS= AW HA E migdietine | | _=F \_ - B
ol HlaIA 1, 23 QYAIgko] L TragerRate \ \
ow ZAA = "rgEF A 5 - Traffic Volume
oW FAREI} A yE /\O]—L—, Alert severity
. Low alert set to Medium|
?:]7‘1]%)]\‘01 L—]ITL -E_E-_Q_Eﬂ_ %7—1 O] “:]‘c_}]\g‘al‘ ggngrated +
debe $AFR} WAs g A
5. High 28 SHEIX|E 2l A8tz Eafiml Yut AlZh 3t

ojt}. [1¥ 6]& E¥ RYEH o
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AR A GAA] B A ghe

(17 6] BAE FAARY2ES UG Rolth. o FREL 1§ ID, B2y Wk s lst] g3t
Y EYIZ, 34 =S S0 2 e FE HE, g§AE SAEH TS pps T} bps T2 A <
TAT IP, §AE DDoS 24| £7, 240] A% % F2E AT A%AZ 5 08 4 9. o] PrES B
ol 34 7 9 A%, FAUSER LA AR st Ao thgh I dgte e 4= ok
111049 @88 High DoS Host Alert May 26 19:51 - 20:17
114.0% of 10 Kpps Outgoing Host Alert from 112.175.102.45 {0:26)
6.5 Mbps, 14.5 Kpps using Global Detection
Misuse Types:
TCP 5YN, TCP RST
112017 Medium DoS Host Alert Jun 3 17:27 - 18:57 (1:30)
121.0% of 10 Kpps Incoming Host Alert to 2a03:2880:f056:11:face:b00c:0:2
-/ 6.9 Mbps, 12.1 Kpps using #6. FB
Misuse Types:
TCP SYN, TCP RST
111964 Low DoS Host Alert Jun 3 08:48 - 09:18 (0:30)

57.0% of 10 Kpps
1.8 Mbps, 5.7 Kpps

Outgoing Host Alert from 220.126.14.61
using Global Detection

Misuse Types:
TCP RST

1 6. DDoS AR EIX|E ZE 2|AE

= o ZAAIEE gA U 1S Qe did 2| AEE SEshH [T1Y 7]3 o] AlRAQ] "A WY elo] Zhsazl
o}, e 125 F8 TCP SYN} RST Efjy o] AJzto] wet o] €A ¥istsll=A] &Qlo] 7hsairt. e
Ste] Top Traffic Patterno A= EgfE-& HWll IP 49 34t /d0] H= P 45 AT 4 Qa1 Z47ke] &1t
A 1P7F dupt B2 Edjg S 3AUA o R Hyl=A] Top 10 WA 0= FHE o] FAE o] Jr}. o]& Faf Hetd

Duration: May 26 19:51 - 20:17 (0:26)

[E View Scratchpad (0) 52 Mitgate Alert
‘Summary  Traffic Details Routers  Annotations Mitigations: None
fod:| Alert Timeframe | Unitsi[pps | View: Network Boundary v| S update
_Severity Leval:  Saverity Pércerit: Tmipact: Direction:  Misuse Types: Managed Object: Target: Wl R Fowis
eBE High 114.0% of 10 Kpps 6.5 Mbps/14.5 Kpps'  Outgoing  TCP SYN, TCP RST Global Dete... 112.175.102.45
Top Misuse Type: TCP SYN at KIP-230
Alert Traffic [
+ Misuse Types Exceeding Trigger Rate
Toud T @TCRSYN®  @TCRRST*
3062 Ko,
2500 'Kups
20 60 Kops
15.00 Ko
101,00 Kops
$.00 ko
0.00 pis. - - =
Iw5k08 193320 [ERL 20:00:00 20:0R20 MY (TEAD 2040:00 20:7520 20:47.08
Top Traffic Patterns (last 5 minutes) [3 Download All Patterns
Saurce Protocol Flags [ “Sre Port Dastination Dest Port Router Alart Traffic ™
1. 210.127.145.0/24 e SAR 1024 - 65535 {Dynamic) 112,175.102:45/32 443 (htps) KIP-230 843 Kpps
2. 210.127.145.224/27 Tep SAR 1024 - 65535 (Dynamic) 112.175.102.45/32 443 (hittpe) KIP:230 220 Kpps
3. 210.127.145.160/27 TCR SAR 1024 - 65535 (DyRamic) 112.175:102.45/32 443 (Rttpe) KIP-230°  2.02Kpps
4, 210,127.145.182737 TR AR 1024 - 65535 (Dynamic) 112,175.102,45/32 443 (Kttps) KIP-230 1,83 Kpps
5, 210,127.145,128/28 TCP SAR 1024 - 65535 {Dynamic) 112.175,102:45/32 443 (https) KIP:Z30. 1,47 Kpps
B, 210,127.145,168/29 TP SAR 1024 - 65535 (Dynarmic) 112:175,102:45/32 443 (httpe) KIP-230 916,00 pps
7. 210.127.145.192/29 TCP SAR 1024 - 65535/{Dynamic) 112.175.102:45/32 443 (httpe) KIP-230 916,00 pps
8 210,127:145.240/29 =] SAR 1024 - 65535 (Dynamic) 112.175.102.45/32 443 (https) KIP-230  916.00 pps
9 210.127.145.191/32 TER s 54913 112.175.102.45/32 443 (hitps) KIP-230 183.00 pps

18l 7. DDoS 3%
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Signin |

| Repsshories ¢» 4,304 repository results it Best mteh >
Code
4 " [ cywebhammaer
L L Harmnar DDos Scrlpt - Fython 3
— an Wise @ Pyin  Updatind 18 days g
Discussions | Bets (1]

[l OffensivePython/Saddam
DDoS Amplification Tool
Wasz @ Python

Packapes

Apuchie-2.0 Feense  Updated on 6 2
Matkatplace pacha- R0 o Updated oei 6 el

E anti-ddes/Anti-DDOS
u Aritl DDOS | Bash Script Project

shisll  Basn Eechrty (1pod limse=igmibisban

oAbt oks

atiagas.

Users

Languages

W aar Shall. MITlianse  Upsdated on

Pytrvon
Al

] wenfengshijddos-dos-teols
some sort of ddos-tools

Javaserion . updisted on E8 Moy 2098

12 8. 25| E(GItHub)o|M ddosE ZiMst At st

Saddam

DDoS Tool that supports:

* DNS Amplification {Domain Name System)

= NTP Amplification (Network Time Protocol)

* SNMP Amplification (Simple Network Management Protocol)
= SSDP Amplification (Simple Service Discovery Protocol)

x root@offensive: /home/python/Desktop

root@offensive: /h... X

root@offensive: fhome/python/Desktop# ./Saddam.py

root@offensive: /h... X  python@offensive:... % python@offensive;~ %

32! 9. DDoS HIIEE A =7 -1




L @lef &= [21§ 10]3% o] Memcrashed IMEMCRASHED DDOS EXPLOIT TOOL
L IRESS o83 WEEIAS + v o7
- - - [This taol allews you ta send forged UDP packets to Memcached servers obitained from Shodan.ja
T 5 Qe T4 ETE 898 4 )
Prerequisites
O] EEE%‘% 7\}%3}—{— }\1 ]ZH 7]’ 1'%]-7] —t—‘ ?51‘ [The-only thing you need mstalled is Python 3.x
x]]ﬂ— %__;‘.7; 1:1] 7]_ 1’200 10] E‘}"E‘ 011]]_01 EI]— apt-get install pythion3

‘ol also require to have Scapy and Shodan modules installad
pip install seapy
pip Install shodan

Using Shedan API
7] O AL &
E_ai *‘i’! = %j_ <> 0}“{: s [Fhis toal requires you to own an upgraded Shodan AP

- - I¥ou may abtain ane for free in Shodan f you sign up using & edu emall
A [e)Ke)
I} ekl @ 4 Sk o] 4 AL
L
T

S04 4 EMCERSHED

>,
il

)
9
>
o
)
flo
>
ol
fo
m M
4>

o #7bE| 9l

QN E 2L OZ AN TOAJO|ENA] o 12110. DDoS HIAISE ZH =31 -2
9 24 239 9k o] ohjet A4
. [ ]
= 37 Wol =771 | ol 3559 9l (pa NG
-\3" Lila p‘-—p- BAD RPOT
o (39 13 2ol A bEE 3% ‘
- —p-m-npr— nr - A p——
& Aget YEAQ YR AL ty* A R
A (NGINX)ol| Aoz F7}5 o - weo
= rlopsl A A% o A [ — B e
DDOSoqo‘_Oﬁ ] oﬂtﬂoe‘l‘ [ B Firon S
U= ol =4 55 AFstal k. oA S
ZEIHS FEOE Pk T2 Nginx Bad Bot and User-Agent Blocker, Spam Referrer Blocker,
=12 Anti DDOS, Bad IP Blocker and Wordpress Theme Detector
ol H s M=) 71%A o] gL 7] Sl ;
—‘S‘—O] éj:zé;ﬂ'o 7]% ‘81,X] ‘ﬂ-’ _?_Ei }\]—%@- Ty Utiresn: Mgaros Bad Bot, Usss-Ageetr, Spam Aoterrer Blockar, Sdware, Malwors and fanwemaare Becker, Cockiacking Slocker, Click
- 9 el s Bk, S kG o 10 199 At A vt Sk GooBebats 1 e (e Yo web Sk PR SEE
a 9e Aol Jlof B Vet E8 Dtintn of Sad ot
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161 2| gzt DCS(Dish Convergence Solution)

161 13 DOCSIS 3.1 E2|AIZ 74 7|=0f CHato] M=otA|2.

16 23] TS AT SAIA H

163 23] Mobile IPTV

16 23] X|ATF UHDTV & 7|0 Chsto] HYstA|2.

17 13] SHVC(Scalable HEVC)

174 23] UHDTV2| HDR(High Dynamic Range)

174 23] ATSC 3.00 chafl MHSHAIR.

174 28 MEURE LY U FM, DMB H&a418H] d7| A 03] Afgts HYsiAR.

181 23] IPTVe| E3HE T A R J|&

181 23] ATSC 3.09| M&A|AE! = | DM(Layered Division Multiplexing) Combiner

184 23| QFMISt HfYd ZEIX RES22| 7|=0i| CisiM HHSAL.

194 18] MPEG-H 3D 2QC|2 7|&

1913 HIC|Q QB0 7|&

1913 P2P HE|O|C|0] AER|Y

194 13 Hgta=AAJABI(CAS, Conditional Access System)

1913 Nsd CTV SYEAA AR = HE 3 L= 0tAZ 7|=0] Cisto] MHHAR.
19413 2 A (MR, Mixed Reality) 7Hg1t F=27|=0]| CisH0] AHHA|R.
19413 Rlgut &yl thAdFmas BEH(SFN)2 CHEE s HEZHMEN)2| 22| 3 BAIS | HHSHA 2.
194 28 AMAIZH 2R HE T2 EZ(ROUTE)

19¢ 23] X|&uf UHD 718t xiRlsH 2 B RS ME|A TG -eto] Cisto] MHEHAIR.

194 23 MPEG-Dash2t MMT(Mpeg Media Transport)E H|ul MHGIA|L,

204 13| |24 Xt2H(Closed Caption)

20 135 DMR(Digital Mobile Radio)

2014 13] st c N e

2014 13] ATSC 1.02} 3.0 F&7|20]| Chall M 7| &5 2.

204 13] VR, AR, MROI| CHstiA 7|31, 2 & 20IS HEH 2.
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20t 12| CIXE E2ib|d Y&2203 & S2(Loudness)ol| CHH A EESIAL.

20818 | RFEL} LFRYE UHD $44710] cief =S T2f Bt

204 23| OTT (Over The Top)

204 23] Plenoptic

204 23 = K&t UHD H&(ATSC 3.0)2 HhAIR &| A3} otof T dEstAIL.

204 23] Eliz|| = 2| M A(Telepresence)Oi| CHaH AHEA| 2.
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28| 1. MPEG-DASH(Dynamic Adaptive Streaming with HTTP)
171
- MPEG-DASHE IPZ0flM HTTPE 0|8310 5% HS8 AE2|Y MHIAZ FS3Hs ATSC 3.0 HE HL7|S
2. MPEG-DASH A&
Cliant
B MPE:EI'H i
Segmentlpy — =4I
- - Well Know Port(80t ZE)Z 0|23l AlA[Zt
MIRSSERE SMSHAO] 9 FACH BI0JEIQ! Segment
22 JHHA|F|HA Seamless 5t A{H|A M2
3. MPEG-DASH 72424
MPD Segment
XML gAle| OjC|o| HE #3 O|C|{E E8i5th= £|ATH| H|O|E
HTTP Server HTTP Client
i MPD, Segment =4l & Z2{|0|5H=
2 HEt5H= 2l
MPD, SegmentE X&st= A uito R
4. MPEG-DASH®} MMT H|=2
2 MPEG-DASH MMT(MPEG Media Transport)
2E IS0 23009 ISO 23008
2 Choks SA 32 X2l HEVC
ac PULL(XHLEH PUSH(EHEFSH
gg TCP/IP QIE{L X| 4Tk UHDTV
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£H| 1. MPEG-DASH(Dynamic Adaptive Streaming with HTTP)

5. 58 Y M
- REMICH XIATHTY 7| £ 52 ATSC 3.02F HTML-5 2E0f| 32

- MPEG-DASH 7|&& X &8t VOD AH|A HIZ T

=H| 2. ATSC 3.0 X|&1} UHDTV E&7|&

1.742
I=0f| M 6MHz LS 0|83l 3840x21602] 4K U3HE Hobg H&sh= 7=

- ATSC 3.02 VHF/UHF X[ &t} 3=

2. ATSC 3.0 A|AE N T

L orom
4K W4 = HEVC MMT A foinb -
{ - 20 2F OJA =
" ROUTE é:; = LDM > MIMO ATCS,CO?:O7|M jf,;Hfo ooHIOIEE;O
22CHRCI2 = MPEG-H DASH 2E U5 2 2NN WSy IE s 128
: A, : s 22|AIE7 & 8o =2 X|Mut 6MHz Y ™
Y/ HETE BAMETIE 20| 7k
3.ATSC 3.0 247|&
HEvFS MH&EI|& =2E|AS712
CHEVC : 4K G b= CMMT @ AAJZE DaXE 2560QAM : {lE2E 8bit
“MPEG-H : 3D AMZt QC|Q &t%F | - ROUTE : MA|ZH Chasf xS 7| (LDM: AISEY HET|E
- DASH : IPRf 7|HE 28 AEZ|Y 7| -MIMO : CI=QIEE |5
- OFDM : &l It~ 28 C[HES} 7|5
4. ATSC 3.02} ATSC H|2
=1 ATSC 3.0 ATSC
k= 4K 3tA 2K 5tA
olxy|& HEVC, MPEG-H 3D Audio MPEG2, Dolby AC3
MEI|& MMT, ROUTE, DASH MPEG2-TS
=l B ES 256QAM, LDM, MIMO, OFDM 8VSB

JUH S = 871 A0 Al HA| SO0, 2021EHFE H=

HDTV MH|AE 20173 128 8H 23, 24|, Z

28| 3. ROUTE(Real-Time Object delivery over Undirectional Transport)

1.7
- ROUTEE IP0|A AF23H= FLUTE(File Delivery over Undirectional Transport) 7|&2 0|, thabsk Bratoj| M o] ZHy| 7| et
HAIZE &Y=

[ NLYSY

2.ROUTE ZREE 71X

Application (Y%, S8=2#¥)MPEG-DASH
DASH Segment

Signaling

UDP
IP Multicast

XA} e
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25| 3. ROUTE(Real-Time Object delivery over Undirectional Transport)

- X| &1} RF H&>0] IP A1Z2| Multicast 7|1t UDP 7|&2 HE510] XUt YoM HAZE DLO2 IPIZIE HE
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IP Multicast AAZHES
IP 712N HE71E DASH Segment2 0|23t AlAJ7H H%
HE4 Signalling 7|& HTTP Client

LLS(Low Level Signaling) : Service List

AR, XML SE] MH|A 710|E J|2
SLS(Service Layer Signaling) : MPD M& l H Ael2 Z7H01= X

4. ROUTER} MPEG-2 TS 7|&H|
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C|HO|Y|AE News

AJA, Ki Pro Ultra 12G v2.0 4|
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57 A|E|QACE OHO|| SA|= ] = olpE J|lke
UV 0 NDI : | |M |' ||_ |§ |._ UV570 NDI | UV570——| — |OE

Zhetal Qlond, wEIO| XIMICH IP H& #24Q1 NDI | HXE K|t
C}. UV570 NDI= NDI | HX X212 Safl HIEAZ Z2|0] gl H
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AJA, FS-HDR v4.0 T¢jlo] gt=
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	웹용
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