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111049 @88 High DoS Host Alert May 26 19:51 - 20:17
114.0% of 10 Kpps Outgoing Host Alert from 112.175.102.45 (0:26)
6.5 Mbps, 14.5 Kpps using Global Detection
Misuse Types:
TCP SYN, TCP RST
112017 Medium DoS Host Alert Jun 3 17:27 - 18:57 (1:30)
121.0% of 10 Kpps Incoming Host Alert to 2a03:2880:f056:11:face:b00c:0:2
6.9 Mbps, 12.1 Kpps using #6. FB
Misuse Types:
TCP SYN, TCP RST
111961 B Low DoS Host Alert Jun 3 08:48 - 09:18 (0:30)
57.0% of 10 Kpps QOutgoing Host Alert from 220.126.14.61
1.8 Mbps, 5.7 Kpps using Global Detection
Misuse Types:
TCP RST
7% 6. DDoS SO EX|E A 2|AE
=z 5 S o == =) 5
Z o AAE B U F9e g8 g PAES SUstd (17 7]3 2ol ARA wA] W] F9lo] 7Fsaal
o, gthie =5 33 TCP SYNZ} RST EgfF o] AJZto] wpe} of @A Ha}tetQl=A] &4lo] 7Hssit). 1=
ahcke] Top Traffic Patternof| A= EefoS Byl [P 249 AT A O] Bl [P 245 8918 4 9a1, 7H7te] &4
o 9o I = = =
A 17} Guh ge Ed g $AUOR BuleA] Top 10 $4 02 HAo] EAH 0] itk o2 53| Horg
Duration: May 26 19:51 - 20:17 (0:26) [@ View Scratchpad (0) &9 Mitigate Alert
Summary Traffic Details Routers Annotations Mitigations: None
DETAILS Period: Alert Timeframe ~ | Units:| pos v | Views| Netware Boungary v | [l % Update
Severity Level:  Severity Percent: Impact: @ Direction:  Misuse Types: Managed Object:  Target: View Raw Flows »
ss8 High 114.0% of 10 Kpps 6.5 Mbps/14.5 Kpps  Outgoing  TCP SYN, TCP RST Global Dete...  112.175.102.45
Top Misuse Type: TCP SYN  at KIP-230
Alert Traffic [
* Misuse Types Exceeding Trigger Rate
Total Tralfic @TCPSYN"  (BTCPRST®
30,62 Kpos,
25,00 Kpps|
20,00 Kpps |
15.00 Kpps|
10.00 Kpps|
500 Kops |
b 1853:20 g 20:00:00 10:03320 20:05:40 20:M0:00 .."J-I-! w 20708
Top Traffic Patterns (last 5 minutes) [J Download All Patterns
Source Protocol  Flags [ Sre Port Destination Dest Port Router  Alert Traffic ¥
1. 210.127.145.0/24 TCF SAR. 1024 - 65535 (Dynamic) 112.175.102.45/32 443 (https) KIF-230 8.43 Kpps
2. 210.127.145.224/27 TCP SAR 1024 - 65535 (Dynamic) 112.175.102.45/32 443 (https) KIP-230 2.20 Kpps
3. 210.127.145.160/27 TcP SAR 1024 - 65535 (Dynamic) 112,175.102,45/32 443 (https) KIP-230  2.02 Kpps
4. 210.127.145.192/27 TCP SAR 1024 - 65535 (Dynamic) 112.175.102.45/32 443 (https) KIP-230 1.B3 Kpps
5. 210.127.145.128/28 Tep SAR 1024 - 65535 (Dynamic) 112,175.102,45/32 443 (https) KIP-230 147 Kpps
6. 210.127.145.168/29 TCP SAR 1024 - 65535 (Dynamic) 112.175.102.45/32 443 (https) KIP-230 916.00 pps
7. 210.127.145.19%/29 TP SAR 1024 - 65535 (Dynamic) 112.175.102.45/32 443 (hitps) KIP-230  916.00 pps
B. 210.127.145.240/29 TCP SAR. 1024 - 65535 (Dynamic) 112.175.102.45/32 443 (https) KIP-230 916.00 pps
5, 210.127.145.19432 TP s 54813 112,175.102.45/22 443 (https) KIP-230  183.00 pps
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| Repositories @ 4,304 repository results Sort: Best match =
Code ¥
i cyweb/hammer
Commits o Hammer DDes Seript - Python 3
T an Wrses @ Python  Updated 13 days ago
Discussions |Beta [1]
I OffensivePython/Saddam
Packages o .
DDoS Amplification Tool
Marketplace 5 #452 @Python  Apache-2.0 license  Updated on 5 Jan
Topics [ 25 ]
O anti-ddosfAnti-DDOS
Wikis 2k ) Anti DOOE | Bash Script Project
a ash Seript Project
Users a anti-ddos x  shell bash tool  configuration  linux-distribution  ddos-attacks
shell-script  sheliscript  shell-seri w-app  bashescript  bnux-desktop  lnux-server
Languages rux-security-module  security-tools  linux-security  anti-ddes-protection
Python 1,848 397 Shell  MIT icense  Updated on 19 Jan
hell 288
. ] O wenfengshi/ddos-dos-tools
c 180 some sort of ddos-tools
JavaScript 178 W308 @Python  Updated on 28 Nov 2018

12 8. 25| E(GItHub)o|M ddosE ZiMst At st

Saddam

DDoS Tool that supports:

+ DNS Amplification (Domain Name System)

+ NTP Amplification (Network Time Protocol)

+ SNMP Amplification (Simple Network Management Protocol)
* SSDP Amplification (Simple Service Discovery Protocol)

0 root@offensive: /home/python/Desktop

python@offensive:... x python@offensive:~ x

/
n/Saddam
twitter.com/OffensivePython

Traffic
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3 lof= [ 10]7} Zo] Memcrashed MEMCRASHED DDOS EXPLOIT TOOL

3T (o] 5 3L o
= IREES O] %?_P %A}%;—'{{‘%Zﬂl = = Author: @037
_ [This toel allows you to send forged UDP packets to Memcached servers obtained from Shedan.io
=1 AL -
4 Ut 34 B3 HAF 5 A
Prerequisites

O] EEE%‘\% }\}%3}% }‘1 ]:H 7]’ %X] *t—‘ ?5]: [The only thing you need installed is Python 3.x
X]Ell— %.:‘-L H] 7]. 1’200 10] EJ(*E 01‘:’}01 EI]— apt-get install python3

[¥ou also require to have Scapy and Shodan modules installed

pip install scapy

pip install shodan

& At g M 24
B Using Shodan API
o= 51 2Gbp594 Eai’g% Zd%fﬂ% =N [This tocl requires you to own an upgraded Shodan AP
:‘1}_7]_ 9‘}1]:}_51 _(:5_?]: _}’\— 9\}1]4_ O] /\E]a‘]j IL]'OE]—S—_- [ou may obtain one for free in Shodan if you sign up using a edu email
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TR 808 e 22 Nginx Bad Bot and User-Agent Blocker, Spam Referrer Blocker,
of v = Mz 7]&A o] QAL 7] Anti DDOS, Bad IP Blocker and Wordpress Theme Detector
Blocker
—‘6—‘—0] ﬁ']ézj'o 7]% 8}X] E"}-’ _I?_'JE'LE' }\]-%EE]- The Ultimate Nginx Bad Bot, User-Agent, Spam Referrer Blocker, Adware, Click
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