Tech & Trend

0|Ziok2 tojof et L|E9|3 Hot 0|0f7]
Part 9. APT 2. APT 34 &1} otAM 3 = (Malware)

2. 0|M3 Of0|FH=E 4

Ka3211la@gmail.com

3 o1r St

93|. APT 2 _APT 2Z 1E1} 243 =(Malware)

SR YoM = TS FHEEA o] 88l TSt 34 AZeHF A S 817 Yal o]8-sh= B S AH, FRA
2 &85 P E 9 PC, ARSSH T T)E FHste 3AS ARSI off 34 Qzmeks AHE| QJeiA &
QA IP, MR, SAEUY, URL, 340l AMSSE ST HE 55 YAt xHo = HEj3) ¥ AS 3 4-MAE,
I0C(Indicators of compromise)2til F-ET}, o]5 A FF o]-gao] W3k o] HePgaa} IPS 5-9] Eof F7fste,
T T td-S TS 340 AEEEE AS 97 sl B2 B HiHoA g FEE F-fate] Wojo E-gHt
T of2jst 34 dxzet= g4 gEata, ert flolAw 47 A7t 7hsstr)ol MEjA R faEVe He
W AlGH E8o] B7s8aL, 3 A- TS Aet] ol $HA7E ATk

& O Agetal 71 A7t Bt 24517 Q5 M2 ARE 7T 1AL &
£ et 4 1FS == Aotk APT 549 7t GAE
= s 34 & (Tactic)Z 7]% (Technique), B2} (Procedure) E0] AMEEH AL Y=Y ]
SAHE WA TTPERAL BET) 340 |4 o] $of, 3A4Y e A|A-S
Kol

HR=A FAF 5 Utk B4 F A TFE TTPY B9 37

o,
=,
N
—
N

A

o

ol

2

N

1

:Oé

>

offl
2
1o
ol
o
=
"
o
o
N,
4o
:|OL_',
>
__}in"
g_"
[>
ut
o
o
2
>
Q
tlo
4
o,
o
=3
e
fo
o
=)
=
il
Mo
oy
)
1



QAR 234719 FARE Aol 2-39] Dol st 7o)t
7o) o|ZoiThd, WA AL A BE AL et AHAS E
57} o] RolH AHElY] Boolmetel] Yaho] 22/TsAL £ K9 HHE LS B A5 ot
ol F ik FAH o]o]& 2 AL F71e] FAL W Ao] AYATHH 02 ZEEE AN} AANE 2
Aslo] %7} T919] o]o]& F7ak WA 0= 9] B0 TsiA T HEIL AR RO,

ks
>
=
g3l
<
=
u
i

(o]
ff
oh
£l
5
_\|I_‘
n)

il

N
o)
B
>
<

1
o
(e
o
1=
_‘Q‘

W
L
ik

oft
2
-m
FI‘F
.
il
rlo
>
]
'ﬂ
)

ol A8 TheFet TTP ?@«l 542 v o R AEHE APT 055 %7}%‘; TEBR] A 1 ks Lﬂﬁ—olt} e A

= A
Zog olgh B, Yxlo}, ul=, L2W7| AL WEW 5 ThIE 2710] TS e A0R 225E FA15 U
=] of Aok

China [edit] North Korea [edit]

Further information: Chinese espionage in the United States « Ricochet Chollima (also known as APT37)

+ PLA Unit 61398 (also known as APT1) o Lazarus Group (also known as APT38)
« PLA Unit 61486 (also known as APT2)

« Buckeye (also known as APT3)133! Russia [edit]

« Red Apollo (also known as APT10) « Fancy Bear (also known as APT28)
« Codoso Team (also known as APT19) o Cozy Bear (also known as APT29)
« Wocao (also known as APT20)341135] « Voodoo Bear

« PLA Unit 78020 (also known as APT30 and Naikon) * Venomous Bear

« Periscope Group (also known as APT40) United States [edit]
|}

« Double Dragon (also known as APT41)16]

i 41
« Tropic Trooper31I38] « Equation Group*!!

T— [39](40] i
« Winnti Group Uzbekistan [edit]
Iran [edit] « SandCat (associated with the National Security Service (Uzbekistan))i4!
o Elfin Team (also known as APT33) Vietham [ edit]

+ Helix Kitten (also known as APT34) [43]
# OceanlLotus (also known as APT32)

« Charming Kitten (also known as APT35)
» APT39
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ZERODIUM Payouts for Desktops/Servers
Upto Win P.!:.'E
oo BN Windows | RCE: Remote Code Execution i
. macos LPE: Local Privilege Escalation
I Linux/BSD | SBX: Sandbox Escape or Bypass
Any 0S VME:Virtual Machine Escape
Up to Chrome MS 1S
$500,000 RCE+LPE RCE

Up to M5 Outlook
$250,000 -

Upto
$200,000
2002 2003 2004 N [l 5003
Up to Safari Edge Firafox Word/ Excel
100,000 RCE+LPE RCE+LPE RCE+LPE RCE
win Win
Upto
$80,000
5007
Upto yirus WinZip
$50,000 J C
Up to Antivirus
$10,000 LPE
* All payouts are subject to change or cancellation without notice. All trademaris are the property of their respective owners. 2018/01 © zerodium.com
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